How to address Certificates being blocked in Internet Explorer 6

Some websites (including several within NJIT) use self-signed certificates by default. Self-signed
certificates are not recognized by Microsoft as safe. This may cause an issue for you if you have
upgraded to Internet Explorer 6. As you can see from the screenshot, direct navigation to the
ITMS request URL( https://itms-request.njit.edu ) is blocked by Internet Explorer 7 since a self
signed certificates was used.

If you link to the website for the first time, you will see the follow page displayed.
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Information you exchange with thiz site cannot be viewed or
o changed by otherzs. Howewer, there iz a problem with the site's
secunty certificate.

& The zecurnty certificate was igsued by a company you have
fiob chozen o trust, View the certificate to determine whether
noL want to trust the certifping acthonby,

a The security certificate date iz valid.

The security certificate haz a valid name matching the name
af the page vou are trying to wisw.

Do pou want to proceed?

Tes ] [ Mo ] [ View Certificate

To proceed, please click YES. That will allow you to go to the website, but you will need to repeat
this procedure each time.

If you would like to install the certificate so you will not see this screen again, click View
Certificate, and the following screen will appear:
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General | petails | Certification Path |
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%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued bo:  itms-request,njic.edu

Issued by: e, njit.edu

valid from 10/6/2004 to 2/22/2032

Install Certificate, ., | Issuer Statement |

Then click on Install Certificate. This screen will appear:



Certificate Import Wizard

Welcome to the Certificate Import

_ Wizard

This wizard helps vou copy certificates, certificate trusk
lisks, and certificate revacation lists From your disk ko a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect daka ar ko establish secure network
conneckions, & cerkificate skore is the system area where
certificates are kept.

To continue, click Mext,

|5

= Bach I Mext = I Zancel

Click Next, and leave the default selection:

Certificate Import Wizard

Certificate Store
Certificate skores are syskem areas where certificates are kept,

¢

Windows can automatically select a certificate store, or wou can specify a location Far
¥ automatically select the certificate store based on the bype of certificate
™ Place all certificates in the Following stare

Cettificate store;

Erowse., . |

« Back I Mext = I Cancel




Click Next again

ertificate Import Yizard
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Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impork
wizard,

You have specified the following settings;

Certificate Store Selected  Aukamatically determined by
Conkent Certificate
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< Back I Finish I Zancel |

And then click Finish, and you should get the following confirmation screen:

Certificate Impork x|
L.l
y The impark was successful,

Click OK, and you will return to this screen:
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General | petails | Certification Path |
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%- Certificate Information 3

This certificate cannot be verified up to a trusted
certification authority.

Issued bo:  itms-request,njic.edu

Issued by: e, njit.edu

valid from 10/6/2004 to 2/22/2032

Install Certificate, ., | Issuer Statement |

Click OK.

This procedure will work on any non-trusted certificate. However, you should always confirm that
the web site you are accessing is one that you trust before accepting ANY certificate.



