How to address Certificates being blocked in Internet Explorer 7

Some websites (including several within NJIT) use self-signed certificates by default. Self-signed
certificates are not recognized by Microsoft as safe. This may cause an issue for you if you have
upgraded to Internet Explorer 7. As you can see from the screenshot, direct navigation to the ITMS
request URL( https://itms-request.njit.edu ) is blocked by Internet Explorer 7 since a self signed

certificates was used.

If you link to the website for the first time, you will see the follow page displayed.
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‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ click here to close this webpage.

& Continue to this website (not recommended).

@ More information
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To proceed, please click on Continue to this website (not recommended), and the following page

will appear:
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Important Pages
Equipment Use Policies
Registrar's Homepage

Equipment:
We Deliver
You May Signout

University Computing
Lookup My UCID
Password

Architecture Library
Reserve Equipment for:
Campbell, Colton, and Weston
Notebooks
Slide and LCD Projectors

Go to
TLT Homepage
ITMS Homepage

New Jersey Institute of Technology -

MNew |ersey's Science & Technology University

Welcome to the
Instructional Technology and Media Services
Equipment Reservation Request Web Page.

ITMS requires a minimum of 48 hours notice for regular equipment delivery requests, and 24 hours for sign-out
requests. Special Events (i.e. Conferences. symposiums, PA systems, etc.) require a minimum of 1 week nofice.

If & request can not be entered on-line, please send an email to ITMS@njit. edu and we will notify you if we can
accommodate your request. b

Please Login: Use your University Computing ID and password.
University Computing ID (UGID):[
Password: l—
ogn|

I think I have a NJIT Computer ID,
but I forgot my password, What do I do?
What do | do?

I think I have a University Computer ID
Let me check

I Need a University Computer ID
Get one now =l

|Done
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Note the red Address Bar and certificate warning:

|g hittps: /fitms-request. njit. edufindes., htm

j| '@' Certificate Error

Click on the Certificate Error button to open the information window.
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The security certificate presented by this
wehsite was notissued by a trusted
cerificate autharity.

This problem may indicate an attempt to
fool you or intercept any data you send to
the server.

VWe recommend that you close this
wehpage.

Ahout certificate errors

View Cerificates

Click on View Certificates.

This screen will appear:

General | Details | Certification Path |

Faie
%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued bo:  itms-request.njit.edu

Issued by: v, njit.edu

valid from 10/6/2004 to 2/22/2032

Inskall Certificate. ., | Issuet Statement |




Then click on Install Certificate. The following screen will appear:

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lisks, and certificate revocation lisks From wour disk ko a
certificate skore.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used bo protect data or ko establish secure network:
conneckions, & certificate skore is the system area where
certificates are kept,

To conkinue, click Mesxt,
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Click Next, and leave the default selection:



Certificate Import Wizard

Certificate Store

[

Certificate skores are syskem areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
* automatically select the certificate store based on the bype of certificate
"~ Place all certificates in the Following skare

Certhificate store;

Ermwse, .. |

< Back I Mext = I Zancel

Click Next again

ertificate Import Yizard
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Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impork
wizard,

You have specified the following settings;

Certificate Store Selected  Aukamatically determined by
Conkent Certificate
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And then click Finish, and you should get the following confirmation screen:

Certificate Impork Wiza x|

N | J The import was successful,

Click OK, and you will return to this screen:

SEificate 21x||

General | Details | Certification Path |

= L
%- Certificate Information 3

This certificate cannot be verified up to a trusted
certification authority.

Issued to:  itms-request, njic.edu

Issued by: v, njit.edu

valid from 10/6/2004 to 2/22/2032

Install Certificate. ., | Issuer, Statement |

Click OK.

Depending on your version of IE 7, you may yet another warning.
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Click on yes, then you're done.

This procedure will work on any non-trusted certificate. However, you should
always confirm that the web site you are accessing is one that you trust before

accepting ANY certificate.



